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Cooperative robots (cobots) [25] aim to allow human operators and robot workers to share
the same workspace, and work jointly to achieve a common goal. Safety concerns tend to
result in spaces where the cobot is isolated from the operators through physical barriers [1,
24]. These safety constraints tend to limit the level of cooperation between human and robot,
and mitigate the advantages of deploying cobots in the industrial space.
The CSI: Cobot project [2] aims to alleviate the barriers deployed in cobot systems. The
project proposes novel sensing and control techniques to improve cobots’ awareness of their
environment, especially regarding interactions with human operators. A crucial condition to
the adoption of new techniques is achieving confidence in the overall safety of the system.
This report focuses on the safety aspects of the CSI: Cobot project, in particular on the
methods under investigation to understand the impact of changes in the system
configuration.
Simulation-based techniques, e.g. the CARLA simulator [3], are a common approach to the
evaluation of autonomous systems [4, 26, 27]. Simulations allow fast iterations over varied
environmental configurations, including hazardous ones, without endangering the system
itself, or its environment. However, the use of simulations for the evaluation of safety
constraints raises important issues. First, the safety case must ensure the simulated
environment is representative of the system under consideration [5, 28]. Second, the tools
must decide on a set of configurations to drive the evaluation and evaluate confidence in the
system safety [6].
Our approach relies on simulation-based, situation coverage testing to evaluate the safety of
a cobot system. It relies on the safety analysis of the cobot system under consideration. The
analysis identifies accidents and losses that arise from unsafe operation and the safety
artifacts, generated as part of the analysis, notably capture undesirable situations which
though not hazardous by themselves may lead to a loss. In the context of situation coverage
[7] such situations inform our exploration of the system configurations and an evaluation of
confidence in the system safety.

The present contribution focuses on an industrial use case involving the cooperation of a
human operator and a robotic arm to process assemblies. The operator provides an
unprocessed assembly at a designated work bench. The arm then picks up the assembly
and carries it to a spot welder, where it is processed, before returning to the same work
bench for a handover. All the processing occurs within a walled cage, with range sensors to
ensure no operator is present while the welder is active or the arm is moving. Note that the
general principles of our approach are not tied to the specific use case or tools we discuss in
the following.
This report presents a preliminary approach to the safety assessment of our industrial case
study. We first introduce the general principles of our approach (Section 1). We then discuss
the prototype simulation tool our evaluation relies on, and its integration with the wider
analysis (Section 2), before concluding with a preliminary evaluation of the analysis (Section
3). As this is an early evaluation of the framework, we highlight current progress, as well as
limitations and open problems.

1 Analysis Framework
Our framework relies at its core on the artifacts produced by the safety analysis. Safety
artifacts provide information on the entities involved in the system, their interactions, and
how those may lead to hazards. The safety analysis thus informs multiple aspects of the
testing harness. The simulator needs to capture those elements raised by the analysis, and
be open to configuration for exploring identified undesirable situations. The method also
needs to cope with an evolving system design as new techniques to remove some of the
existing barriers are considered for evaluation.
This section first introduces an overview of our methodology, before focusing on the steps
most relevant to the safety assessment, namely the safety analysis itself, the monitoring of
safety events, and the exploration of the system configuration space. We defer the design of
the Digital Twin and its integration with the framework to the next Section.

Overview

Figure 1. Overview of the Analysis Framework
Figure 1 presents the overall workflow of the analysis framework. The system design is at
the core of the process as it informs all other steps, defining the environment, interacting
entities, their behaviour, and the safety measures deployed to prevent or mitigate hazards. A
principle of the framework is building confidence into the system by testing it, searching for
safety-relevant configurations, to provide feedback regarding safety aspects into the design.
The first step is to perform a safety analysis of the system (1) to understand the occurrences
of hazards in the system, the sequence of actions involved, and the conditions leading to
such events. The system design further informs the development of a Digital Twin (2) which
constitutes a baseline for our simulation-based approach. The Digital Twin also allows the
evaluation of new techniques before their deployment in the actual cell. The artifacts of the
safety analysis provide information on safety-relevant situations in the system and the
conditions for their detection (3). The system design further constrains acceptable
configurations of the system. It defines elements open to variations and their degree of
freedom, thus outlining the domain of our search (4). Safety events captured running the
simulation, from a generated configuration, provide feedback on situations of interest (5)
during the search. Finally, the coverage of generated and observed situations during
analysis (6) provides some confidence in the safety of the system, or highlights
shortcomings that need to be addressed.
As an example, consider a configuration with a near miss: “the arm was moving while its
path was obstructed”. The
configuration holds the pre-conditions for the accident: “collision


between a moving arm and an operator”. The situation generator can guide testing towards
similar configurations to evaluate the occurrence of safety risks, or additional sensing and
control that can be incorporated in the cell design to prevent such occurrences.

Safety Analysis
The Safety Analysis aims to understand the safety of the system, by identifying potential
hazards, and the situations or causes leading to these events such that they can be
managed. To that purpose, the analysis needs to be aware of the components and entities
interacting in the system as well as its operating environment. Without loss of generality, we
present the Systems Theoretic Process Analysis (STPA) technique as the underlying safety
analysis. The results of the application of STPA to our use case and our experience have
been documented in [9].
STPA [8] originates from systems approaches to safety engineering. Accidents are assumed
to arise from insufficient feedback or inadequate control in the system, as modelled by a
control structure. The STPA analysis process is defined as follows:
- Identify accidents and losses scenarios: these encompass a range of undesired
events such as damage to property, injury to humans, or environmental pollution, e.g.
an operator is within close proximity of the spot welder in the cell while it is active.
- Construct the system control structure: the control structure captures the entities in
the system and the flow of actions and information between them, e.g. the cobot
controller may instruct the arm to move to a specific position while the arm provides
feedback on its current joint positions.
- Identify unsafe control actions: unsafe control actions correspond to the execution of
actions in undesirable configurations of the environment and system, e.g. the
controller issues a move order (action) when the arm is under maintenance
(configuration).
- Identify causal factors and control flaws: this steps considers how unsafe actions
arise as a result of inadequate control, e.g. the cobot controller might instruct an arm
to move in presence of an obstruction if it is above the range sensors.
The method supports incremental refinements of the analysis results, allowing the
granularity of the results to be controlled as the design of the system gets refined, or as
additional control is included. This suits our analysis framework as we consider the system
from a high-level perspective to cope with variability. Safety analysis artifacts persist across
minor design variations, such as the ones we consider inside the CSI: Cobot project.
Our method relies on the artifacts produced by the STPA technique, notably hazards and
unsafe control actions. Hazards identify the occurrence of events which by definition
challenge the safety of the system. Unsafe control actions (UCAs), while not hazardous
themselves, are undesirable. Each UCAs is composed of an action and a situation, the
execution of the former or lack thereof in said situation may give rise to a hazard. Monitoring
for UCAs in simulation-based testing can help identify hotspots in the configuration space,
and focus the analysis effort on those configuration regions more likely to result in hazards.
In turn, considering both the action and situation components of a UCA individually can
guide the search towards configurations likely to trigger UCA.

Figure 2. Example configurations of the considered use-case with an operator (blue, resp.
right and left) in the cell on the path of the cobot (grey, centre) to the spot welder (green,
top).
As an example consider the cell as depicted in Figure 2. Collisions between an operator and
the cobot arm are a potential hazard (Hazard H3 [9]). Such an event only occurs if the
operator is in the cell within reach of the arm while the arm or operator is moving, as

captured by UCA-9-P2 (“The
Cobot moves position while its path is obstructed” [9]).
Identifying configurations where the situation aspect of UCA-9-P2 occurs, i.e. “there is an
obstruction in the cell”, can guide the search towards triggering the UCA itself, and in turn
the hazard. Figure 3 illustrates the overlap between those conditions, H3, UCA-9-P2, cell
obstruction and arm moving.

Figure 3. Overlap between the collision hazard H3, related UCA-9-P2, obstruction in cell,
and arm moving situations in the system configuration space.

Safety Monitoring
Safety Monitoring aims to identify, from the event traces generated by a simulation run, the
set of safety-relevant situations that occurred during the run. The tool monitors the run for
hazard occurrences if any, or interesting, safety-related situations (UCA or their
components). Runtime Verification methods [10] provide a vast array of tools and techniques
to identify the violation of specific properties in a system, either through offline [11] or online
monitoring [12].
The situations we monitor for are formalised from STPA artifacts, namely Hazard and UCA.
The textual description of artifacts needs to be translated into a formal specification for
monitoring which might introduce errors in the process. We rely on a validation step to
assess the suitability of our formal artifact specification. Each formalised artifact is tested
against a set of traces, each defining a simple sequence of events, with expected outcomes,
i.e. the safety condition occurs or not. Considering the example of UCA-9-P2 in Figure 3,
the test only defines when the arm is moving and when there is an obstruction in the cell with
different tests capturing different orderings and overlaps of the two predicates.
The simulation needs to expose the required information for monitoring. The safety analysis
thus informs the design of the simulation not only in terms of the components and actions
that should be modelled, but also regarding some of the events that need to be tracked. The
safety monitors can be incorporated in the simulation tool itself, or applied to the output of
the tool. We rely on a separate, offline monitoring approach to define our safety monitoring.

This allows the parallel development of the simulation environment, and the definition and
validation of monitors.
There is a distinction between the actual state of the system (physical or simulated) as
perceived by its components. The safety monitors might rely on information that is
unavailable or incorrect in the physical system due to sensing gaps or faults. This contextual
notion of ground truth is another key to defining requirements on the simulation. Furthermore
some conditions may need to be simplified for evaluation and monitoring, preferably
subsuming the target condition to prevent false negatives at the cost of false positives. For
example, instead of a complex physics simulation to model whether an assembly is correctly
secured by the end effector of an arm, we can rely on a stochastic model to simulate
assembly slippage.
We use Linear Temporal Logical (LTL) [13] to model safety artifacts. An LTL formulae
captures a condition on the future of a path, combining predicates using logic operators, e.g.
the operator is grabbing a component and the cobot is moving, and temporal ones, e.g. the
cobot does not move until the cobot is configured. The monitors exist as objects in the
Python language. This provides for our validation requirements through the Python testing
facilities. Furthermore, we can easily identify during integration which events required for the
evaluation of a monitor are missing from a given simulation trace. Missing events can stem
as an example from inappropriate configuration, e.g. if no space is identified as the work cell
for detecting obstructions or if entities names have changed.

Situation generation
Automated testing techniques for autonomous robots need to address a number of
challenges. The tools need to evaluate the confidence in the safety of the system achieved
by a generated test campaign, to assess whether or not additional testing effort is required at
the run level (for a given configuration) or at the campaign level (generating more
configurations). Macro and micro situation components need to be identified to capture
respectively components which can be configured to impact the system, and components
that the system should monitor for confidence evaluation. We first introduce the notion of
situation coverage, before discussing its implication in the proposed framework, and the
initial situation space definition for our use case.

Situation Coverage
The coverage achieved by a test campaign is an important indicator of the confidence in the
System under Test (SuT) behaviour. High coverage speaks for the quality of the testing
strategy and provides an indication that sufficient testing has been performed. Metrics such
as MCDC [16] focus on code coverage, ensuring as an example the absence of dead code.
However structural metrics are not adapted to evaluating functional requirements even more
so the emergent behaviours that may arise from autonomous robots [17].
Situation coverage [7] was proposed to address these issues and introduces a coverage
criterion adapted to the testing of autonomous robots. The underlying principle is to identify

components of the environment the SuT might encounter, identify their domain, and ensure
they are evaluated during testing, on their own or in combination with other situation
components. Testing of an autonomous vehicle would be required to navigate different
intersections (components) with various shapes (domain). This would be combined with the
type of vehicles it might encounter at the intersection, their direction of travel, etc.. Initial
evaluation of the method showed promising results, but with a strong requirement on a
sufficiently representative environment [19].
Macro situation components capture the SuT configuration domain, reasonable operating
conditions for the system. They define the axes (parameters) and boundaries (range of
values) explored during testing. The identification of situation components is obviously
informed by the system design, but the safety analysis also provides information about
parameters which might jeopardize the safety of the system and should be evaluated during
testing. Configuration points which appear insignificant may still be included for blocking
purposes, to provide information on the sources of variability in the system.
Micro situation components, or in-run components, encompass small scale situations the
system encounters while it runs. They provide feedback on the situations the system has
encountered, or its reactions to different scenarios. Micro situation components are identified
from more functional aspects of the system, capturing the set of events it should cope with,
e.g. a human enters the cell while an assembly is being welded. The definition of such
components thus depends on the set of situations of interest in the SuT.

Test generation
The main purpose of the test generation step is to trigger situations of interest, especially
corner cases in the system, to assess the safety of the system. The configurations evaluated
through the simulator and generated by the framework should remain within reasonable
operational parameters of the system. As focus is given to safety relevant situations, the
distribution of observed situations may not follow the distribution of cases in the deployed
system.
The distinction between macro and micro components defines two levels of coverage
requirements. At the macro-level, the components define a requirement on the inputs or
combinations thereof exercised during testing. Micro situation components define the set of
situations that should always, or never, be observed during the test campaign. Note that in
either case, coverage values below 100% are hard to interpret without a confidence metric,
as the uncovered cases might withhold safety issues.
Our approach precludes the application of model-based techniques to generate tests [20].
There is no information on relations between the inputs and outputs of the system, that is no
a priori knowledge on which situations a specific configuration triggers. Simulation is used to
evaluate this impact. We instead rely on combinatorial or Design of Experiments (DoE)
methods [21] to build the initial set of configurations explored by the framework. From a set
of components and their levels, i.e. the definition of the configuration space, such methods
generate a set of complete or partial covering experiments. Non-combinatorial designs in

particular aim to produce experiments with sufficient data to understand the impact of the
different components and their n-wise combinations on the system’s response, with a
reduced number of configurations..
We rely on the safety analysis artifacts to assess the coverage achieved by our test
campaign at the micro-level. The occurrence of hazards or UCAs during testing has a
negative impact on the system, with repeated occurrence of the same UCA or various UCA
being triggered resulting in a lower confidence in the safety of the system. This approach
carries the result of the safety analysis and its artifacts into the testing framework.
UCA and their individual components also provide information to guide the search towards
regions of interest, as exemplified in Figure 3. Sensitivity analysis and principal component
analysis can further provide useful feedback on the macro components which contribute to
the unsafe or undesirable response of the system. Note that the framework is in its early
stages of evaluation, and we are still refining the definition of confidence, coverage, and the
situation generation approach to ensure both quantifiable and achievable metrics.

Situation space preliminary definition
Macro-level situations define the scope of possible configurations for the system under test.
They capture the nominal operational parameters of the system as well as a tolerance within
those parameters. As an example, the system operates without obstruction in the cell but
should be able to react if one occurs. These situations should not solely be driven by the
requirements or software paths. Instead, one needs to enumerate the components of the
situations, the different actors, the different missions, the entities involved, possible
interactions, and other environmental factors.
We initially rely on a manual assessment of the situation space in the considered use case.
The assessment is informed by the safety analysis, and by discussions with the various
project partners. Consider a camera-based sensor. The position and orientation of the
sensor are inherent configuration parameters which contribute to defining the portion of the
workspace accessible to the sensor. Environmental factors such as occlusions, lighting
conditions, or the colours of the different entities are part of the underlying configuration
points which might impact the behaviour of the sensor.
The situation space is divided into regions of increasing size outlined in Table 1. To evaluate
the resilience of the system, as we gain confidence that the system is safe in a given region,
testing can proceed to the next region, i.e. a wider situation space. We first consider all
operational parameters to be within nominal values, all entities behave and are set up as
expected (Nominal). We then introduce variations in the environment, ones the system
(correctly set up) should be able to cope with such as occlusions and obstructions.
Variations in the system set up, incorrect sensors placement or calibration, are then
introduced. The final step is the injection of faults in the system, sensors becoming
unresponsive, false data, delayed information, lack of response to stimuli, or impulsive
action.

Component

Nominal

Behaviour-I

Behaviour-II

Wall

Wall enclose 3 sides
of workspace

Wall enclose 0..3
sides of workspace

-

Wall correctly
positioned around
workspace

-

-

No occlusions

Potential occlusions

-

Viewpoint covers
the space in front of
the tool

-

-

Sensor at shin
height

-

Sensor at different
heights

Viewpoint may be
restricted to
workspace portion
with at least bench,
cobot, and tool

-

Over/under/partially
covering workspace

Viewpoint may
cover zones outside
workspace

-

-

No occlusions

Potential occlusions

-

No obstructions

Potential
Obstructions

-

Controller

Executes required
sequence

-

-

Cobot

In reach of welder

-

May be out of reach

In reach of
assembly bench

-

May be out of reach

No initial
obstructions

Potential
obstructions

-

Executes required
sequence

-

May execute wrong
sequence

No entry in
workspace, move
around workspace

May enter
workspace

-

Single operator

-

1+ operator(s)

Always presented
correctly

May be presented
incorrectly

-

Range sensor

Camera sensor

Operator

Assembly

No defect

-

May have defects

Correct assembly
type

-

May be incorrect
type

Table 1. Preliminary of the situation space for the safety evaluation of the considered use
case.

2 Prototype simulation
The simulator captures a model of the system and its behaviour under controlled
configurations. Our framework can quickly evaluate the system’s response to numerous
situations, including potentially hazardous ones, without any risks to its actual actors. The
Digital Twin [14] developed in the CSI: Cobot project bridges the gap between the simulation
and the real world, with physical components represented in and impacted by the simulation
as they operate, or vice versa. It provides an environment to assess the impact of new tools
in the system before their actual deployment, and it is therefore well suited to our approach..
The use of a Digital Twin further provides for a gradual safety assessment of the system.
Pure simulation runs, using only virtual entities, can be used to assess the occurrences of
unsafe situations on the system. Twinned tests, mixing virtual humans and actual controllers
or actual humans in virtual environments, then validate the observations of the analysis once
sufficient confidence is achieved from the initial simulations. Complex behaviours for a
simulation, such as precise operator gestures, can thus be accounted for by projecting an
actual operator in a mixed-reality environment.
The simulation is considered as a black box in our framework when it comes to running
configurations and observing safety events. The framework makes no assumption on how
the simulation behaves under a given configuration, but it needs to include those design
elements identified by the safety analysis. This includes both requirements for safety
monitoring and configuration points. In other words, the simulation exposes a ground truth,
within the context of the simulated environment. The ground truth while safety-focused can
be used as a baseline for the evaluation of other techniques, e.g. by comparison of the
predicted obstruction by a sensor to the obstruction as modelled in the simulation. A
separate validation step or safety assessment might help identify risks related to
discrepancies with the world in the simulation tool and their mitigation.

Processing framework
The processing framework for our analysis focuses on interactions with the Digital Twin
(illustrated by Step 5 in Figure 1), ensuring valid configuration files are generated and
observations can be processed to identify situations of interest. This is a crucial component
to guide the search through the system configuration space towards safety events. In this
section we focus on technical aspects of the integration with the Digital Twin, the rationale
behind the configuration generation and safety monitoring are discussed in the following
sections.

The identification of safety-relevant events in our framework uses linear temporal logic
formulas, combining predicates with logic and temporal operators, each capturing a small
component of the situation. The processing step captures the value of these situation
components from the Digital Twin message record as a set of time-series. Communication in
the Digital Twin indeed occurs through messages exchanged between the different entities.
This includes both functional messages, e.g. orders issued by the cobot controller to the
arm, and safety ones, e.g. triggers on collision between entities. The messages are stored
as typed, nested key-value containers. The container hierarchy, the keys traversed to reach
a value, provide information about the variables captured in each message. We
automatically extract such variables and their values from each message. Using the
message timestamp, our framework can then generate corresponding time-series for the
variables.
As an example consider the Joint Status message in Figure 4 from an arm which captures

 The status of joint n
 is
 accessed through
the status for a number of joints (under key “joint”).

 under message[“entity”].

 The
message[“joint”][n] and the emitting entity (“ur10”)

 using the entity to
framework automatically extracts the variables “ur10/joints/n”,
discriminate between different joints (Figure 4). The processing is thus independent of the
message type hierarchy defined in the Digital Twin, supporting new message types without
modifications. If aliasing is required or other post-processing, i.e. different message types
referring to the same variable use different conventions to identify it, the framework supports
ad-hoc remapping of values.

JointStatus
{
time: t,

id: ”UR10”,
joint: [
{pos: 0},
{pos: 2}
]
}

At time t:
ur10/joint/0/pos = 0
ur10/joint/1/pos = 2

Figure 4. Example of message collected from the Digital Twin (left) and the corresponding
variables (right) used for safety monitoring.
The Digital Twin provides hooks to configure existing entities in the simulated environment.
As for the safety monitoring, the Digital Twin needs to expose sufficient control over the
elements captured in the safety analysis and situation space definition. We extended the
Digital Twin to ensure that all entity properties can be controlled through a configuration file.
As more entity types and entities are added into the environment, their properties are
automatically exposed through said configuration file. Upon startup, the simulated scene is
set up according to baked-in default values with the configured values overriding the default
ones if defined. The simulation then starts stimulating entity behaviours, e.g. the cobot
controller issues commands to guide the cobot on a specific path. The overrides approach to

configuration allows the search to define and focus on relevant properties of the
configuration space. Initial evaluations can also focus on a more limited set of
macro-components, knowing sensible defaults are used otherwise, before increasing the
domain of the search.

3 Preliminary evaluation
The ongoing development of the Digital Twin and our analysis framework, as this report is
published, precludes a complete evaluation of our approach to the assessment of the safety
of our industrial study. In particular, sensing and control are limited and permit neither a full
implementation of the considered use case nor a full assessment of all formalised safety
artifacts. We focus on Hazard H3 and the related UCA-9-P2 introduced in Section 1:

- H3: “Equipment
or Component subject to unnecessary stress”;

- UCA-9-P2 “The
Cobot moves position while its path is obstructed”.

We first discuss in the section the setup of our simulation and some abstractions to allow for
a preliminary evaluation of our framework and toolchain. In a second step, we evaluate the
occurrences of hazards in the scene using configurations generated through different
methods.

Scene Setup
Our scene describes the default setup of our industrial use-case, depicted in Figure 5. All
major components are in place, the welder, the cobot arm, the shared bench, and the
surrounding cage. The highlighted zone in the middle defines the cell region. The arm is
programmed to follow a path between the work bench defined as a set of waypoints from the
bench at the bottom, to the welder at the top, and then back to its original position. There is
no guarantee on the intermediate positions of the arm on that path, except for waypoints on
the left and right of the cell.

Figure 5. Default scene configuration used for the preliminary evaluation viewed from the top
with the work cell region outlined (right)
The operator should keep out of the cell while either the arm or the welder are active less he
puts himself at risk of injury. While sensors are modelled in the scene, i.e. cameras and
range sensors, in the absence of a safety controller the arm will continue on its path
irrespective of obstructions. The occurrence of UCA-9-P2 or H3 is thus tied to the position of
the operator respectively in relation to the cell, and the arm computed path.
We further abstract the occurrence of hazards in the evaluation, widening the condition as
discussed in Section 1. The simulation does not yet include a physics model and forces on
collisions between two entities cannot be simulated. H3 is simplified to assess the
occurrence of a collision between the arm and an operator irrespective of their relative
speeds. Similarly, the kinematics manager cannot guarantee the trajectory followed by the
arm between two waypoints. The operator is assumed to be on the path of the arm as soon
as it enters the cell. Three variables are extracted from simulation runs:
- The logical positions of the operator, in the cell, at the workbench, or at the welder;
- Whether the arm is moving or not at any given time;
- Occurrences of collisions between the arm and the operator.

Results
We use the toolchain to evaluate our assumptions on the feasibility of our approaches and
the related assumptions. Work in the project focused on building the Digital Twin and the

required tooling to allow for safety assessments using the proposed framework, i.e.
simulations under controlled configurations and the identification of safety events. The
results on this section thus focus on state of the art heuristics for the generation of tests,
applied to a limited input domain: the spatial coordinates of the operator in the simulation.

Relation between UCA and Hazard
We first evaluate our hypothesis of a relation between the occurrences of UCAs and
Hazards, that is the hypothesis that the occurrence of a UCA, as captured by the safety
analysis, is necessary for the occurrence of a hazard, as depicted in Figure 3. Focus of
testing effort on configurations where UCA (or components thereof) occur increases the
likelihood of discovering latent hazards.
We generate 100 configurations of the environment, each with the operator in a random
position within the region defined by the outermost spots (blue) on Figure 5. Each
configuration is run through the simulation for a full cycle, the arm traversing all its
waypoints. Processing the simulation output classifies runs into ones where no safety
situation occurred, either the UCA or Hazard occur independently, or both occur. The
distribution of runs across these categories is presented in Figure 6.

Figure 6. Distribution of safety situations detected across 100 runs with random positioning
of the operator.
During our experimentations, we observed no situation where a collision occurred (Hazard)
without the assorted UCA being observed as well. While both situations are defined using
different events, operator position and arm moving vs. actual collision, there is indeed a
causality relation between them. This relation is captured as part of the safety analysis. The

UCA was observed in around 55% of the simulation runs, either on its own or in conjunction
with the hazard.
Some configurations (7) were deemed invalid with the operator placed on top of the arm.
The issue lies not with the formatting of the generated configuration, but its semantic in the
context of the modelled environment. We expect such occurrences to be more frequent as
the scene is refined with additional entities or safety events. Invalid configurations need to be
accounted for during the search and the configuration space accordingly trimmed when
relevant.
While the scene and configuration space are simplified abstractions of the considered use
case, this suggests that focused testing around regions where UCAs occur results in a
higher likelihood of safety hazards (35%) versus unguided approaches (20%). This should
only occur after an initial, unbiased set of tests.

Scoping the search space
The initial configurations explored by the framework are key to scoping the search space,
and performing a first selection of regions of interest where safety issues may reside. A
number of experiment design strategies [22] have been proposed to that purpose. They
inform on the relation between the different components of a system and their impact on its
response, without exploring all combinations of values.
We compare three such strategies to understand how they might impact the identification of
safety conditions: Full Factorial, Generalized Subset Design and Random. A full factorial
design explores all possible combinations of components’ values. The input domain for our
search has been discretized into intervals 50cm apart to ensure it is finite. Generalized
Subset Design (GSD) [3] is a fractional experimental design which supports components
 
with more than two levels. It is parametrized by a reduction factor, such that GSD(x)
th
generates one x of the experiments of a full factorial design. Random simply picks random
values for each component and it is parametrized by the number of generated
configurations, e.g. RAN(100) uses 100 runs.
Figure 7 presents the distribution of safety situations across all runs (horizontal axis) for
each of the considered strategies (vertical axis). The strategies are ordered by the number of
generated configurations, from the most to the least exhaustive ones. To allow for
comparison, the RAN strategy was set to generate the same number of runs as the different
GSD configurations.

Figure 7. Comparison of the experimental design strategies on the distribution of safety
situations detected across multiple runs.
From our initial observations, there is no significant difference between the considered
strategies. The RAN strategy with only 10 runs produces similar results to the full exploration
of the input space. Increasing the number of runs tends to reduce the variability in the results
of the RAN strategy.
The lack of significant differences between strategies is the result of a small input domain
(252 configurations) and response (3 significant levels). This is exemplified by the difference
between the discrete input domain in this comparison and the continuous one considered in
Figure 6. The discretization further resulted in a larger portion of the input space sitting on
the outskirts of the cell, the region where hazard might occur.

Restricting the configuration space
Knowledge about the domain can further help improve the scope of the search. Considering
we focus on safety events occurring around the cell, we restrict our domain to the innermost
region (red spots) depicted in Figure 5. We compare the same strategies: Full factorial,
GSD, and RAN. The results are presented in Figure 8, with a matching number of runs for
the GSD and RAN strategies.

Figure 8. Comparison of the experimental design strategies under a restricted configuration
space.
Compared to same randomised search over a wider domain (Figure 7), a more informed and
restricted configuration space results in a greatly increased likelihood of observing safety
conditions, including hazards. The overall number of configurations is almost divided by 2.
However, there is still no significant distinction between the different strategies.

Conclusion
The safety analysis of a system provides a wealth of information on its hazardous
behaviours, including undesirable situations which may lead to losses. We propose a
safety-focused testing framework based on the artifacts produced by the analysis to
understand which configurations of a system might lead to a hazard. Such configurations
should be the focus of further testing. Our work focused on the development of and
integration with the Digital Twin supporting the framework. Our initial evaluation explored a
number of experiment designs over a small configuration space to identify the occurrences
of safety events. While no significant differences were identified between the designs due to
a limited scope, the results support our hypothesis. That is regions of the configuration
space where accidents occur are included into regions of less hazardous situations. We plan
to further improve the set of conditions which can be monitored by the Digital Twin, and
explore alternative solutions to cover the configuration space and provide confidence in the
overall safety of the system.
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