User guide to Duo two-factor authentication

Last updated: 14 November 2022

This manual aims to walk you through the most common tasks that involve Duo two-factor authentication.

If you don’t find a section below that helps, please email itsupport@york.ac.uk so that we can improve this
document for future users.
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1 -- About Duo two-factor authentication

1.1) Why has the University implemented two-factor authentication (2FA)?

Without two-factor authentication (2FA), anyone with a valid username and password can log in to many University
services - even if they’ve got hold of that information maliciously (for example via a phishing attack). The University
has already experienced this type of attack, so this simple additional step will have a big impact on everyone’s

digital safety.

At York the 2FA technology we use is provided by a company called Duo. The second factors we currently use are:
e The Duo Mobile app (installed on an iOS or Android smartphone or tablet)
® Passcodes received via a text message
® A hardware token

This technology is exactly the same as used by all major banks for internet banking logins and transactions. Almost
every university in the UK has already implemented some form of 2FA (also known as multi-factor authentication or

‘MFA’) or is about to do so.



1.2) When and how do | use Duo?

The University has begun protecting systems that permit access to campus resources from the internet and also
systems that contain sensitive data. More systems will be protected throughout 2021 and beyond. The protection
only occurs when you log in. The protected systems will ask for your normal username/password and then request

a Duo authentication.
The Duo authentication process will require you to do one of two actions:

1. Use the Duo Mobile app by selecting ‘PUSH’ notification on the system you are logging onto. The app on
your mobile phone or tablet will ask you if the login attempt is genuine. If you select ‘Approve’ your login
process completes.

2. Type a passcode into the login screen. This passcode could come from:

a) the Duo Mobile app

b) atext message

c) a hard token

d) a bypass code issued by IT Support.

This short video shows someone using Duo to log in to their company’s protected system.



https://www.youtube.com/watch?v=JN0Hj0pKZ7U

1.3) | connect and work on a desktop or laptop, do | install Duo on these
devices?

You don’t install the Duo app on any laptop or desktop. In most cases the device you use for Duo will be different to
the device you work on day to day, for example your mobile phone. If you normally work on a laptop or desktop
you will continue to do so.

For example, if you use a Windows laptop to log in to the VPN you will use the software to connect, type your
username and password, and then use your mobile phone to perform Duo authentication. Once you are logged on
the phone is set aside and you continue to work on the laptop.

This short video shows someone using Duo to log in to their company’s protected system.


https://www.youtube.com/watch?v=JN0Hj0pKZ7U

2 -- Registering devices for Duo

2.1) How do | download the Duo Mobile app?

You should only download the app from the links provided which link to an app with this logo:

Only fairly recent versions of the Android and iOS will work, so make sure your device is up-to-date.
e Duo Mobile for Android
e Duo Mobile for iOS

If the Duo Mobile app is not available in your device’s app store, then this may be because your device’s operating
system is too old. Check to see if an update is available for your device.

o Check and update your Android version - Android Help

e Update your iPhone, iPad or iPod touch — Apple Support

Alternatively use the SMS text message option instead.
e 2.4)How do lset up (enrol) my phone to use the SMS text message method?
e 3.2) How do llogin to services with SMS text messages?

Some Huawei devices can't access the Google Play Store to download the Duo Mobile app so will need to use the
SMS text message option.


https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en
https://apps.apple.com/us/app/duo-mobile/id422663827
https://support.google.com/android/answer/7680439?hl=en-GB
https://support.apple.com/en-gb/HT204204

2.2) How do | log in to the Duo SelfService Console?
The Duo SelfService Console is where you can add or remove devices from your Duo account.

To log in to the Duo SelfService Console:

1. Go to https://duo.york.ac.uk/ to your web browser

UNIVERSITY

#& Home ©® Help

University of York - Duo SelfService Console

This system is designed to manage your University of York multi-factor authentication (Duo) settings.

To begin, please log in below to validate yourself.

2. Login with your normal University username and password

UNIVERSITY

Please log in to continue...

Stay secure

Username Be wary of any program or web page that asks you for your
e.g.abcl23 username and password.
Password

University web pages that ask you for your username and password
000000000000

will generally begin with "https://shib.york.ac.uk/" or

Login

Remember to close your web browser after using any secure
Need help? services, especially if you are using a shared or public computer.

3. If you already have a Duo registered device (regardless if it is working/available to you) you will need to
perform a Duo authentication.
a. If you have changed your mobile phone but still have the same phone number see: 4.1) | changed
my mobile phone but kept the same phone number. How do | use the Duo Mobile app again?
b. If you can’t get past this stage then phone IT Support.

4. Once you have successfully logged in:


https://duo.york.ac.uk/
https://www.york.ac.uk/it-services/help/it-support/

b.

If you already have a device registered for Duo, you will be taken to a “My Settings & Devices”
screen, containing information about the devices you currently have registered on your account.
This screen is also where you can adjust your settings such as deleting phones that you no longer
have or re-activating a new installation of the Duo Mobile app.
If you have no devices registered with Duo you will be asked to enrol your first device.

m 2.3) How do I register (enrol) a device to use the Duo Mobile app?

m  2.4) How do | register (enrol) my phone to use the SMS text message method?

My Settings & Devices

o
Lt WorkMobile +44 7880 Device Options

o . .
LY huawei tablet Device Options

What is this? ¥



2.3) How do | register (enrol) a device to use the Duo Mobile app?
To set up (or ‘enrol’) a smartphone or tablet to use the Duo Mobile app:

1. Download the Duo Mobile app for your Android or Apple device (phone, tablet or watch).
e 2.1) How do I download the Duo Mobile app?

2. Logintothe Duo SelfService Console.
e 2.2)How dollogin to the Duo SelfService Console?

3. Once you have successfully logged in:
a. If you already have a device registered for Duo, select Add another device
b. If you have no devices registered with Duo you will be asked to enrol your first device

4. We recommend setting up both Duo Mobile app functionality and SMS text message functionality. To do
this, select Mobile phone under “What type of device are you adding”, click Continue and then enter your
phone number on the following screen.

o This will make it easier for you to set up Duo Mobile on a new device if you change or lose your
phone.

e Alternatively, if you don’t want to register your phone number (and therefore not use the SMS
method) select Tablet (even if the device is a phone) and click Continue.

What type of device are you adding?

Mobile phone RECOMMENDED

(@) Tablet (iPag, Nexus 7, stc)

o J e

What is this? 3
Meed help?

5. Choose the type of device (iOS or Android) and click Continue.

What type of tablet are you adding?

05 (iPad, iPod Touch)

@ Android

What is this? [3 Back m

MNeed help?

6. Click I have Duo Mobile installed.


https://duo.york.ac.uk/

7.

Install Duo Mobile for Android

1. Launch the Google Play Store app
and search for "Duo Mobile™
2. Tap "Install” to install the app.

What is this? [3
Meed help?

u DuoMobile
| have Duo Mobile installed

You will now be presented with a barcode. On your mobile phone or tablet, open the Duo Mobile app and
click the + button (in the menu at the top). Point your device’s camera at the barcode so your device can
scan it. Once your device has scanned the barcode, click Continue.
e [f for any reason you can’t scan the barcode, alternatively:
a. Choose “Email me an activation link instead” to be sent a special link you can click to
activate the Duo Mobile app.
b. Choose “Take me to Duo Mobile instead” - this will give you an option to open the Duo
Mobile app and complete the activation.

Activate Duo Mobile for Android

1. Open Duo Mabile.
2. Tap the "+" button.
3. 3can this barcode.

Email me an activation link instead.

What is this? O3
Meed help?

The Duo Mobile app on your device is now activated. We recommend you test it to make sure that it is working.

2.6) How do | test my registered device?

You should now be able to use it to log in to Duo-protected services.

3.1) How do | log in to services using the Duo Mobile app?



2.4) How do | register (enrol) my phone to use the SMS text message
method?

If you don’t want to or can’t install the Duo Mobile app you can receive Duo authentication codes by SMS text
message.

1. Login to the Duo SelfService Console.
o 2.2)How do |l login to the Duo SelfService Console?

2. Once you have successfully logged in:
a. If you already have a device registered for Duo, select Add another device

b. If you have no devices registered with Duo you will be asked to enrol your first device.

3. Under “What type of device are you adding?”, select Mobile phone and click Continue.

) UNIVERSITY
# Home ® Help

University of York - Duo SelfService Console

Welcome, lan (ian502)!

If you have previously registered a device or token with Duo you will need to go through Duo authentication before being able to manage your devices. If you
are unable to do that please contact the IT Helpdesk

If this is your first time registering with Duo please follow the instructions below to add your first device.

If you have been allocated a hardware token this will already be registered to your account. You can test this works below and register new devices

I To log out, please ensure all browser windows are closed.

What type of device are you adding?

@ Wobile phone RecomEnDED

Tablet (iPad, Nexus 7, efc)

Meed help?

4. Enter your phone number and click Continue.

Enter your phone number

United Kingdom ~

Nhat is this? O3 +44
Whatis this?
MNeed help? Example: 121 234 5678



https://duo.york.ac.uk/

5. Under “What type of phone is...?”, select Other and click Continue.

What type of phone is +44

iPhone
Android

Windows Phone

What is this? O3 @ Other (and cell phones)

Meed help?

The process is now complete and you will be presented with the My Settings & Devices screen.

You should now be able to log in to Duo-protected services using codes sent to you by SMS text message. For

step-by-step instructions see:

e 3.2)How dollogin to services using SMS text messages?



2.5) How do | get a hard token/security key?

If you are unable to use your work or personal mobile device to authenticate to protected systems, you can request
a hard token/security. We have two types of token:

Duo hard token: This small keyring displays a number on the LCD display which is typed into the passcode box
during login.
o A Duo hard token is only compatible with Duo 2FA.

\

Security key: This is a small USB device that you connect to your computer. You tap the gold contact during the
login process to have the key automatically enter a passcode to authenticate. A new passcode is generated each
time you touch the key.
o Unlike the Duo hard token, the security keys also work with Google 2FA. As Google 2FA is only mandatory
for staff, these security keys are not available to students.

These hard tokens are available to request if the Duo Mobile app or SMS text message isn't an option for you.
To request a hard token, please email itsupport@york.ac.uk.

Once you have a hard token, you’ll be able to use it to log in to Duo-protected services:

e 3.3)How do llogin to services using a hard token?



mailto:itsupport@york.ac.uk

2.6) How do | test my registered device?

You can test that your Duo device is working at any time by logging into any protected system. If you perform a Duo
authentication and get to the resource you expect everything is working.

You can also perform this test on the Duo SelfService Console.
e 2.2)Howdollogin to the Duo SelfService Console?

This also requires you to authenticate with Duo. If you are successful it will display the “My Settings & Devices”
page. The test is complete and you can close the browser.


https://duo.york.ac.uk/

2.7) Can | register more than one device (or phone number) with Duo?

Yes. You can have one or several devices (or phone numbers) on your Duo account.

You might want to use a mobile phone most of the time, but also have the option of using an Android tablet/iPad.
Or you might use more than one phone number (for example a UK and international phone number).

To add additional devices:

1. Login to the Duo SelfService Console.
e 2.2) How do llogin to the Duo SelfService Console?
2. Click + Add another device

The screenshot below shows the My Settings & Devices screen with multiple devices set up.

e You should set your Default Device to the device you tend to carry with you most often. If you use some
systems where you type the word push (for example Virtual Desktop Service, command line systems) then
this device receives that push notification.

e The When | log in setting can be set to “Ask me to choose an authentication method”, or “Automatically
send this device a Duo push” so that push notifications are sent automatically as you are logging in to make
the login process quicker.

My Settings & Devices

fox
L WorkMobile +44 7880 Device Options

o - .
LS huawei tablet Device Options
What is this? 9

Meed help?
Token #2796099 Device Options

+ Add another device

Default Device: WorkMobile +44 7380

When | login: Ask me to choose an authentication method w



https://duo.york.ac.uk/

3 -- Using Duo

3.1) How do | log in to services using the Duo Mobile app?
There are two ways you can use the Duo Mobile app to log in to protected systems:

e Push notifications - Approving a notification sent to the Duo Mobile app on your device.
® Passcodes - Entering a passcode generated by the Duo Mobile app on the login screen

If you have not set up the Duo Mobile app on your device then you will need to do this first:

e 2.3) How do | register (enrol) a device to use the Duo Mobile app?

Web-based systems and VPN

If you are logging onto web systems that have the full Duo interface such as the VPN and the Duo SelfService
Console:

1. Enter your University username and password. You will be taken to a “Choose an authentication method”
screen.

Device: | workMobile (+33 3000 XX2780)

Choose an authentication method

Passcode Enter a Passcode

What is this? Cf Duo Push Send Me a Push

Meed help?

2. You can choose either authentication method:
a. If you choose “Enter a passcode”:
i.  Open the Duo Mobile app and tap University of York. You will see a 6-digit passcode.
ii. Enter this passcode and click Log In.

Device: | workMobile (30 X0 XX2720)

Choose an authentication method

Your next SMS Passcode starts with 1

What is this? [% Duo Push Send Me a Push

Meed help?



https://www.york.ac.uk/it-services/services/vpn/
https://duo.york.ac.uk/
https://duo.york.ac.uk/

b. If you choose “Send Me a Push”:
i.  You should receive a notification from the Duo Mobile app.
e If you don’t receive a push notification, see: 5.3) | select “Send Me a Push” when
logging in to a system but nothing happens?
e The push notification will timeout after 60 seconds. If this happens - click “Send Me
a Push” again to be sent a new notification.
ii.  Open this notification and tap “Approve”.

3. You should now be logged in.
a. This video shows the process of logging in using push notifications. Note that the user is accessing a
system on his laptop. The phone is only used as part of the login process.

Other systems

Some systems aren’t capable of displaying the Duo web pages like in the examples above. The Virtual Desktop
Service and all command line systems are examples.

For these systems you can enter the passcode (generated by the Duo Mobile app) by typing it into the appropriate

box or at the command line prompt. Or you can receive a push notification by typing the word push - you will
receive a push notification in the Duo Mobile app. Click “Approve” to complete the log in.

Example - Virtual Desktop Service

The screenshot below appears when logging in to the Virtual Desktop Service. It appears after you have entered
your University username and password. You can type a passcode or the word “push” into the box labelled “OTP”.

e 3.4)Howdollogin to the Virtual Desktop Service?

Logon

Username |

Type ‘ Duo (RADIUS)

Example - Command line

The screenshot below is a typical command line prompt with Duo integration where you select numerical options.
Some command line prompts such as the Linux VPN client don’t have the menu but require you to enter a passcode
or the word “push”.


https://www.youtube.com/watch?v=JN0Hj0pKZ7U
https://www.york.ac.uk/it-services/services/vds/
https://www.york.ac.uk/it-services/services/vds/




3.2) How do | log in to services using SMS text messages?

The SMS text message method allows you to prove you are in possession of your registered mobile phone by
entering a 7-digit passcode as you log in to protected systems. These passcodes are sent in bundles of ten in a text
message.

If you have not enrolled your phone number with Duo then you will need to do this first:
e 2.4) How do | register (enrol) my phone to use the SMS text message method?

The next step is to request a text message.

Web-based systems and VPN

If you are logging onto web systems that have the full Duo interface such as the VPN and the Duo SelfService
Console:

1. Enter your University username and password. You will be taken to a “Choose an authentication method”
screen.
2. Click Enter a Passcode.

Device: | workMobile (+33 3000 XX2780)

Choose an authentication method

Passcode Enter a Passcode

What is this? Cf Duo Push Send Me a Push
Meed help?

3. Ablue bar will appear at the bottom of this screen (you might need to scroll down to see it) - click the Text
me new codes button.


https://www.york.ac.uk/it-services/services/vpn/
https://duo.york.ac.uk/
https://duo.york.ac.uk/

Device: | workMobile (30 X0 XX2720)

Choose an authentication method

ex. 867539 Log In

“our next SMS Passcode starts with 1
What is this? % Duo Push Send Me a Push

Meed help?

Enter a passcode from Duo Mobile or a text. X

4. You will get a single text message containing 10 passcodes. You might see the sender as DUOSEC. It should
take less than 20 seconds. This is an example text message:

o SMS passcodes: 1526838 2555835
3806792 4179300 5797496
6364299 7566493 8953005
9138842 0241494

15:59

o Note that a hint is displayed under the passcode box showing which is the next passcode to use.
Each passcode in your text message starts with a unique number (1xxxxx, 2xxxxx...). This helps you
keep track of which one to use as each passcode can only be used once.

e [f you are ever unsure of which passcode to use or if you have used them all, delete all the Duo text
messages on your phone and request a new text message by clicking “Text me new codes”

o If you receive a new text message all codes from all previous text messages are invalid. Each
passcode within a text message can be used in any order but only once.

5. Once you have a valid text message you can enter the first unused passcode and click Log In.
e This video shows the process of logging in with a passcode. Note that the user is accessing a system
on his laptop. The phone is only used as part of the login process.



https://www.youtube.com/watch?v=57CVU0GQk0I

Other systems

Some systems aren’t capable of displaying the Duo web pages like in the examples above. The Virtual Desktop
Service and all command line systems are examples. For these systems you can enter the passcode by typing it into
the appropriate box or at the command line prompt.

If you use SMS text message passcodes need a new set of codes type the word sms and you will receive a single
text message containing 10 passcodes. You can then type one of these passcodes into the system you are logging in
to.

Example - Virtual Desktop Service

The screenshot below appears when logging in to the Virtual Desktop Service. It appears after you have entered
your University username and password. You type a passcode or the word “sms” into the box labelled “OTP”.

e 3.4)Howdollogin to the Virtual Desktop Service?

Logon

Username |

Type ‘ Duo (RADIUS)

Example - Command line

The screenshot below is a typical command line prompt with Duo integration where you select numerical options.
Some command line prompts such as the Linux VPN client don’t have the menu but require you to enter a passcode
or the word “sms”.


https://www.york.ac.uk/it-services/services/vds/
https://www.york.ac.uk/it-services/services/vds/




3.3) How do | log in to services using a hard token or security key?

The hard token method allows you to prove you are in possession of your hard token by entering a passcode
generated by the token as you log in to protected systems.

These hard tokens are available to request if the Duo Mobile app or SMS text message isn't an option for you:

e 2.5)How do | get a hard token?

Web-based systems and VPN

If you are logging onto web systems that have the full Duo interface such as the VPN and the Duo SelfService
Console:

1. Enter your University username and password. You will be taken to a “Choose an authentication method”

screen.

Device: | Token v
[ Enter a Passcode Enter a Passcode
What is this? [§
Need help?
2. Choose “Enter a passcode”:
Device: | Token v

What is this? ¥
Meed help?

3. The next steps depend on whether you have a Duo hard token or a security key.
o Duo hard token: Press the button on your hard token to generate a new passcode - type the
passcode into the box and click Log In.
m  Make sure that the hard token is the correct way up. The easiest way to tell is that the
“Duo” logo should be the correct way up, as shown in this picture.


https://www.york.ac.uk/it-services/services/vpn/
https://duo.york.ac.uk/
https://duo.york.ac.uk/

\

o Security key: Make sure Caps Lock is off. Connect your security key to a USB port on your computer
and touch the gold contact. A passcode will be automatically entered into the box on-screen and
you will be logged in.

m A new passcode is generated each time you touch the key.

Other systems

Some systems aren’t capable of displaying the Duo web pages like in the examples above. The Virtual Desktop
Service and all command line systems are examples.

For these systems:
o Duo hard token: You can enter the passcode (generated by the hard token/security) by typing into the
appropriate box or at the command line prompt.
e Security key: Make sure Caps Lock is switched off. Connect your security key to a USB port on your
computer, touch the gold contact on the security key to have it automatically enter a passcode into the
appropriate box or at the command line prompt.

Example - Virtual Desktop Service

The screenshot below appears when logging in to the Virtual Desktop Service. It appears after you have entered
your University username and password. You can enter a passcode into the box labelled “OTP”.

e 3.4)Howdollogin to the Virtual Desktop Service?


https://www.york.ac.uk/it-services/services/vds/
https://www.york.ac.uk/it-services/services/vds/

Logon

Username

Type

Example - Command line
The screenshot below is a typical command line prompt with Duo integration where you select numerical options.
Some command line prompts such as the Linux VPN client don’t have the menu but require you to enter a

passcode.




3.4) How do | log in to the Virtual Desktop Service?

The Virtual Desktop Service (VDS) doesn’t have web pages that can display all the normal Duo options when you
are logging in. Therefore you’ll authenticate in a slightly different way to systems like the VPN.

1. Enter your University username (in the format abc123) and password and click Log in.

Log in to University of York

2. A pop-up box will appear. You can ignore the Username and Type boxes. You will need to type something
into the OTP box - use the table below to work out what to enter before clicking OK.

Logon

Username

Type

‘DUO (RADIUS)

Device Type What to enter Notes

Security key Enter the passcode generated | Security keys will enter a passcode automatically when you
by your key. touch the gold contact.

Hard token Enter the passcode generated

by your token.

Duo Mobile app

Type push

You can alternatively type the passcode generated from
within the Duo Mobile app.

SMS text

Type an unused passcode

If you need new passcodes type the word sms and click OK -



https://www.york.ac.uk/it-services/services/vds/virtual-desktop
https://www.york.ac.uk/it-services/services/vpn/

message

from your most recent text
message.

you should receive a text message containing ten new 7-digit
passcodes.
e 8--Howdolusethe SMS method?

You'll need to enter your University username and password
again as it will seem like you have failed authentication. That
is normal.

If you can’t log in to this system it is a good idea to test your Duo registered device.

e 2.6) How do | test my registered device?




3.5) Can | use Duo outside of the UK?

Yes, all the methods will work outside of the UK and IT Support can provide temporary methods to authenticate if
your situation means your normal Duo device won’t work.

You can also register non-UK phone numbers with Duo.

See also: 3.6) Is it possible to use Duo if | have no mobile phone signal or wifi?

Duo Mobile app

If you have a mobile device with the Duo Mobile app, you can get passcodes from it without needing any kind of
signal.

e 3.1) How do | login to services using the Duo Mobile app?

SMS text message

If you use the SMS text message method this will also work wherever you can receive text messages. Be aware
some network providers charge for you to receive text messages when abroad. Check with your provider if this is a
concern.

e 3.2)How dollogin to services using SMS text messages?

Hard token/security key
A hard token or security key will work anywhere in the world, as it does not require a mobile phone signal or wifi

connection.

e 3.3)How dollogin to services using a hard token?

Temporary methods

If you normally use a mobile device for Duo but don’t want to take this abroad, IT Support can provide a temporary
method for you to use. This might be a hard token if you are on a longer trip or a bypass code if a short trip. You’ll
need to do this well in advance of your departure.


https://www.york.ac.uk/it-services/help/it-support/
https://www.york.ac.uk/it-services/help/it-support/

3.6) Is it possible to use Duo if | have no mobile phone signal or wifi?

Yes. There are a few ways you can still use Duo if you are (or will be) in an area with no mobile data signal or wifi.

Duo Mobile app

An advantage of the Duo Mobile app is that, once it is set up, you can use it when there is no data signal to the
device. This includes labs where this isn’t permitted, areas where wifi & 4G are weak or when travelling abroad.

e 2.3) How do | register (enrol) a device to use the Duo Mobile app?

To use log in to a Duo-protected service without a signal:

1. Open the Duo Mobile app
2. Click on University of York. A 6-digit passcode is revealed. You can enter this as a passcode (by clicking
“Enter a Passcode”) when logging in.

Choose an authentication method

Passcode Enter a Passcode

Duo Push Send Me a Push

What is this? 7
MNeed help?

For further information on using the Duo Mobile app see:

e 3.1) How do | login to services using the Duo Mobile app?

SMS text messages

When you request passcodes via an SMS text message, you will receive a message containing ten 7-digit passcodes.
These codes can still be used if you don’t have a mobile data signal or wifi connection on your Duo device. You will
need to request the passcodes before you move to a location with no phone signal.

Each code can only be used once.

e 2.4) How do | register (enrol) my phone to use the SMS text message method?
e 3.2) How do | login to services using SMS text messages?

Hard token/security key

The hard tokens and security keys do not require any kind of mobile phone signal or wifi connection to work.

e 2.5)Howdolgetahardtoken?

e 3.3)How do | login to services using a hard token?




3.7) What if | don't have my Duo registered device with me?

If you need to log in to a Duo-protected service, but you do not have your Duo registered device with you (for
example if you’ve left your phone at home), then you will need to phone IT Support during normal opening hours.
They will take you through some steps to verify your identity and then help you resolve the issue.

You may be given a bypass code. This is a long number which you use in exactly the same way as a passcode gained
from a text message or hardware token.


https://www.york.ac.uk/it-services/help/it-support/

4 -- Changing your Duo device

4.1) | changed my mobile phone but kept the same phone number. How do |
use the Duo Mobile app again?

If you change your phone (or delete the Duo Mobile app from your phone) you won’t be able to use the Duo
Mobile app until you have reactivated it.

If you still use the same mobile phone number you can get a passcode sent to your mobile phone via SMS text
message which you can then use to log in to the Duo SelfService Console and reactivate the Duo Mobile app:

1. Goto https://duo.york.ac.uk/ to your web browser

UNIVERSITY

@ / 7K
# Home ©®© Help

University of York - Duo SelfService Console

This system is designed to manage your University of York multi-factor authentication (Duo) settings.

To begin, please log in below to validate yourself.

2. Log in with your normal University username and password

UNIVERSITY

Please log in to continue...

Stay secure

Username Be wary of any program or web page that asks you for your
eg abcl23 username and password.
Password

University web pages that ask you for your username and password
will generally begin with "https://shib.york.ac.uk/" or

Login

Remember to close your web browser after using any secure

Need help? services, especially if you are using a shared or public computer.



https://duo.york.ac.uk/

3. Under “Choose an authentication method”, click Enter a Passcode.

What is this? C7
MNeed help?

Choose an authentication method

Passcode Enter a Passcode

Duo Push Send Me a Push

K80

4. At the bottom, click Text me new codes in the blue bar.

5. When the text message arrives enter the first 7-digit passcode into the box and click Log In.

What is this? CF
Need help?

Choose an authentication method

Your next SMS Passcode starts with 3
Duo Push Send Me a Push

Enter a passcode from Duo Mobile or a text. Text me new codes X

6. Click the Device Options button next to the mobile phone that you want to reactivate.

What is this? Cf

My Settings & Devices

ﬂ‘?,' WorkMobile +44 7880 18... Device Options

[ﬁ! huawei ta. .- Device Options




7. Click Reactivate Duo Mobile.

My Settings & Devices

[x]
%' WorkMobile +44 78580 15

D Reactivate Duo Mobile & Change Device Mame

8. You will now be prompted to install the Duo Mobile app on your phone. When you have installed the app,
click I have Duo Mobile installed.

What is this? O3

Install Duo Mobile for Android

1. Launch the Google Play Store app
and search for "Duo Maobile”.
2. Tap "Install” to install the app.

What is this? [ Dua Mobile

DI SECURITY, B4

Meed help?

| have Duo Mobile installed

9. You will now be presented with a barcode. On your mobile phone, open the Duo Mobile app and click the +
button (in the menu at the top). Point your device’s camera at the barcode so your device can scan it. Once
your device has scanned the barcode, click Continue.

e [f for any reason you can’t scan the barcode, alternatively:
a. Choose “Email me an activation link instead” to be sent a special link you can click to
activate the Duo Mobile app.
b. Choose “Take me to Duo Mobile instead” - this will give you an option to open the Duo
Mobile app and complete the activation.




Activate Duo Mobile for Android

1. Open Duo Mobile.
2 Tap the "+" button.
3. Scan this barcode.

Email me an activation link instead.

What is this? 3
Meed help?

The Duo Mobile app on your device is now activated. We recommend you test it to make sure that it is working.

e 2.6) How do | test my registered device?

You should now be able to use it to log in to Duo-protected services.

e 3.1) How do | login to services using the Duo Mobile app?




4.2) | changed my mobile phone but kept the same phone number. How do |
use the SMS text message method again?

There is no action to take if you continue to have access to a phone with the registered number.

The SMS text messages sent by Duo will go to the new handset the next time you request one. You can test this is
working following these steps:

e 2.6) How do | test my registered device?
e 3.2)Howdollogin to services using SMS text messages?



4.3) | have a new phone and new number. How do | register it for Duo?

This section assumes you previously registered a device with Duo and that it isn’t your first ever registration with
Duo.

In this circumstance, unless you still have your old phone and can use it to sign in to the Duo SelfService Console,
you won’t be able to proceed by yourself. You will need to phone IT Support during normal opening hours. They will
take you through some steps to verify your identity and then help you resolve the issue.

You may be given a bypass code. This is a long number which you use in exactly the same way as a passcode gained
from a text message or hardware token. Use the bypass code to log in to the Duo SelfService Console and delete
the old device before adding your new device.

If you still have your old phone, sign in to the Duo SelfService Console and then click Add another device. Once
you’ve added your new device, you can remove your old device by clicking Device options and then the Bin/Trash
icon.

e 2.2)Howdollogin to the Duo SelfService Console?



https://duo.york.ac.uk
https://www.york.ac.uk/it-services/help/it-support/
https://duo.york.ac.uk
https://duo.york.ac.uk

4.4) Duo Restore

You can turn on Duo Restore to make recovering your Duo access easier (eg when moving from one device to
another, or after resetting your device):

® Duo Mobile: Duo Restore for Android

e Duo Mobile: Duo Restore for i0OS/iPadOS

Alternatively, as long as you still have the same phone number you can restore your access to Duo on an iOS/iPad or
Android device another way:

e 4.1) | changed my mobile phone but kept the same phone number. How do | use the Duo Mobile app
again?

Otherwise, contact IT Support for assistance.


https://support.york.ac.uk/s/article/Duo-Mobile-Restore-Android
https://support.york.ac.uk/s/article/Duo-Mobile-Restore-iOS
https://www.york.ac.uk/it-services/help/it-support/

5 -- Troubleshooting Duo

5.1) What should | do if my Duo device is lost or stolen?

Please phone IT Support immediately. They can prevent your account from being accessed as soon as they know.

They can also issue a temporary bypass code to get you connected until a replacement device can be arranged.


https://www.york.ac.uk/it-services/help/it-support/

5.2) I've deleted the Duo Mobile app from my device. What should | do?

If you remove the Duo Mobile app from your device it breaks the link between the app and the Duo service. The
app will need to be reactivated in order to get it working again.

If you have set up Duo Restore, you may be able to use this to recover your Duo account:
e 4.4) Duo Restore

If you still have the same phone number, the process is the same as if you had changed your mobile phone:
e 4.1) 1 changed my mobile phone but kept the same phone number. How do | use the Duo Mobile app

again?

Otherwise, if you have a different phone number, or if you never registered your phone number with Duo, you
will need to contact IT Support for assistance.



https://www.york.ac.uk/it-services/help/it-support/

5.3) I select “Send Me a Push” when logging in to a system but nothing
happens?

Self test

Before troubleshooting your push notification issue, test your Duo registered device:
e 2.6) How do | test my registered device?

This will ensure the problem isn’t with the system you are logging in to. If you get the same result with the Duo
SelfService Console continue with this section. If push notifications work when logging in to the Duo SelfService
Console then please contact IT Support.

Triage
If you have chosen the option to be sent a push notification when you are logging in but you don’t see anything
appear on your mobile phone or tablet then one of two things could be happening:

1. The Duo Mobile app has received the push but settings on the phone are preventing it from displaying
2. The Duo Mobile app isn’t talking to the Duo cloud service and so does not receive the push

To work out which is happening do the following:

1. Open the Duo Mobile app.
2. Gotothe Duo SelfService Console
3. Login and click Send Me a Push

If the Duo Mobile app displays a green request to approve (at the top), then the problem is only with the phone’s
notifications (where messages appear regardless of what app you're using).

If the Duo Mobile app does not display a green request to approve (at the top), then the issue is the communication
between phone/tablet and the internet.

Troubleshoot a notification issue
Follow the guidance on the Duo help pages to troubleshoot a notification issue:
e Troubleshooting Duo Push notification issues on Android devices

® Troubleshooting Duo Push notification issues on iOS devices
You will still be able to receive the push within the Duo Mobile app even if notifications are not working on your
device.

Troubleshoot a communication issue
The app may need to be reactivated in order to get it working again.

If your Duo device is a mobile phone and you still have the same phone number, the process is the same as if you
had changed your mobile phone:

e 4.1) | changed my mobile phone but kept the same phone number. How do | use the Duo Mobile app
again?

If you have a different phone number, or if you never registered your phone number with Duo, you will need to
contact IT Support for assistance.


https://duo.york.ac.uk
https://duo.york.ac.uk
https://www.york.ac.uk/it-services/help/it-support/
https://duo.york.ac.uk
https://help.duo.com/s/article/2050?language=en_US
https://help.duo.com/s/article/2051?language=en_US
https://www.york.ac.uk/it-services/help/it-support/

5.4) I’'m not receiving any passcodes via SMS text message. What should | do?

Check your phone number

When logging in to most Duo-protected services, part of your phone number will be displayed on-screen. Verify
that this matches your current phone number.

Device: | workMabile (+30( X000 XX2780)

Choose an authentication method

Passcode Enter a Passcode

What is this? 5 Duo Push Send Me a Push

Meed help?

If this phone number does not match you will need to contact IT Support for assistance.

Check your phone signal

If you have a weak mobile phone signal (or no signal at all) you won’t be able to receive SMS text messages. Try
moving to an area with a stronger signal, if you can.


https://www.york.ac.uk/it-services/help/it-support/

5.5) I can’t log in with my hard token or security key. What should | do?

There are a couple of possible reasons why you may be experiencing problems logging in with your hard token.

Broken Duo hard token

If nothing appears on the screen when you press the button then the device is broken.

Please contact IT Support to request a new one.

Passcode generated by Duo hard token is not working / out of sync

First make sure that the hard token is the correct way up. The easiest way to tell is that the “Duo” logo should be
the correct way up, as shown in this picture.

A Y

If your token is the correct way up, and the number that appears still doesn’t work (even after a couple of attempts)
then this might be the result of the token getting out of sync. This can happen if the button on the token is pressed
more than five times without logging in.

To fix this you will need to phone IT Support who will ask you to go through a short process to re-sync the token.

Security key entering passcode in the wrong place

Make sure you click to put your cursor into the place you need to enter the passcode. For example, in the
“Passcode” box on the Duo login prompt, or the “OTP” box when logging in to the Virtual Desktop Service.

e 3.3)Howdollogin to services using a hard token or security key?

Security key entering passcode in UPPERCASE LETTERS

If Caps Lock is on, the passcode generated by the security key will be entered in all UPPERCASE and the login
attempt will fail. Make sure that Caps Lock is off.


https://www.york.ac.uk/it-services/help/it-support/
https://www.york.ac.uk/it-services/help/it-support/

5.6) How can | get further assistance?
For further assistance with Duo two-factor authentication please contact the IT Support team:

® Contact IT Support



https://www.york.ac.uk/it-services/help/it-support/

